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TABLETOP EXERCISE

SERVICE OVERVIEW

Legato Security's Tabletop Exercise is a tailored simulation in which Legato Security experts simulate an attack against a customer, testing the 

capabilities of their existing security posture.  As part of the simulation, Legato Security will work with the customer to execute,  document and 

report their responses, then provide feedback to improve customers' tactics, responses and, policies. These exercises are designed to gauge 

customers' response capabilities and provide strategic recommendations for improved practices. Tabletop Exercise customers can expect to 

finish the program with better policies, better-trained employees, and an enhanced overall security posture.
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SERVICE CAPABILITIES

PHASE 1: DEVELOPMENT

Legato Security's team of experts works with the 

customer to understand and scope desired outcomes

BUSINESS OUTCOMES

PHASE 2: EXECUTE

Legato Security will execute the simulated attack 

while documenting response actions.

PHASE 3: REPORT & REVIEW

Legato Security will debrief the customer's security team 

on the observed response actions.

PHASE 4: RECOMMEND

Legato Security will provide recommendations and 

actions to help improve the customer's security posture. 

IMPROVED SECURITY POSTURE

Create a strategic plan of action informed by 

targeted recommendations from Legato Security's 

team of experts.

STREAMLINE EVENT RESPONSE

A Tabletop Exercise will help customer teams 

develop and improve their security-event response 

behaviors.

DISASTER IMPACT REDUCTION

Due diligence evaluations help to minimize the 

impact of future security events.

REDUCE NON-COMPLIANCE RISK

Equipped with exercise results, teams can direct 

policies and training to better meet compliance 

requirements.

https://twitter.com/SecurityLegato
https://www.linkedin.com/company/legato-security
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WHY A LEGATO SECURITY TABLETOP 

EXERCISE?

THE VALUE OF A

LEGATO

TABLETOP

EXERCISE

REAL-TIME
ANALYSIS
Unbiased real-time analysis

provides invaluable feedback

on effectiveness of internal

processes and training.

CUSTOMIZED
Legato Security's security

experts help you achieve, your

unique goals. Exercises,

results, analyses, and

recommendations are

tailored to specific

organizations and available

resources.

OPTIMIZED
The Legato Security team will

develop, investigate and

report on a Tabletop Exercise

that helps you strengthen

weaknesses and streamline

best practices.
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Expert Analysis & Consulting

Legato Security's cybersecurity analysts are uniquely qualified to advise customer 

organizations on a variety of subjects related to managed services and Tabletop 

Exercises, such as helping identify:

Vulnerable attack surfaces◦

Outdated policies, practices and procedures◦

Actionable response recommendations to help harden an organizations defenses◦

Industry Expertise

Legato Security's analysts have years of experience with organizations of all sizes and 

industries. From municipal governments to large construction contractors, Legato 

Security  has intimate knowledge of the cybersecurity best-practices and best-in-breed 

tools that customer organizations need. Legato's advisors help customer organizations 

gain a deep understanding of their needs and form a coherent security strategy in 

response to detected compromises.

Customer-Centric Approach

Legato Security's expert consulting is tailored to customers' individual situation. 

Analysts take into account current resources, industry dynamics, and strategic business 

goals to hone our analysis and recommendations to specific customers. K

Regulatory Compliance

Because Legato Security cybersecurity analysts have a wealth of experience across 

organizational structures and industries, they are able to advise on regulations and 

industry-norms specific to customer organizations. Legato Security helps gain and 

maintain regulatory compliance to ensure customer organizations operate within 

regulatory frameworks.
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