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ENDPOINT SECURITY MANAGEMENT

SERVICE OVERVIEW

Legato Security deploys state-of-the-art technologies to ensure every endpoint across a
customer’s network is secured around the clock. Endpoint protection solutions utilize
behavioral analytics, threat intelligence, and classic anti-virus tactics to prevent threats from
compromisingan endpoint. Legato Security delivers Endpoint Security Management
services by managing,administering, and supporting endpoint protection software installed
on customer endpoints. Our vendor-agnostic approach means customers can maximize

existing investments and minimize onboarding time.

SERVICE CAPABILITIES

WHITELIST/BLACKLIST
Robust administration of lists with
known-good and known-bad processes,
software, and machine behaviors.

MAXIMUM PROTECTION
Legato Security Endpoint Protection
maximizes the security of all devices

across client networks.

BUSINESS OUTCOMES

REDUCED MEAN-TIME-TO-
REMEDIATION (MTTR)
Faster detection and triage times lead
to faster response times, helping

minimize the severity of an attack.

AUGMENT INTERNAL TEAMS
Legato Security Endpoint
Management frees up client IT and
security teams for business-critical

tasks.
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CUSTOMIZED
Legato Security engineers tune
rules, correlations,and alerts to

minimize false positives.

CLOUD-BASED & SCALABLE
Legato Security’s protection scales
with the growth of customer
organizations.

REDUCED NON-COMPLIANCE
RISK
Endpoint security helps maintain and
retain industry and regulatory

compliance requirements.

INCREASED OPERATIONAL
EFFICIENCY
Automate routine tasks like log
management, threat detection, and
response to streamline daily operations.

ONBOARDING

Legato Security staff work
closely with customers’IT staff
to understand current tools and
security ecosystem, then deliver
acustomized deployment with
dedicated and hands-on staff.

DEPLOYMENT

Oncethe appropriate access,
controls,and policiesarein
place, Legato Security will

deploy your security platform.

OPERATIONS

Legato Security’s team of
security experts begin
monitoringand managing the
customer’s environment the
minute deploymentis

completed.

REPORTING

Regular reporting on events,
remediation,and analytics help
customer organizations meet
compliance and regulatory

requirements.


https://twitter.com/SecurityLegato
https://www.linkedin.com/company/legato-security
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WHY LEGATO SECURITY ENDPOINT SECURITY MANAGEMENT?

FuLL SERVICE SOC

Legato Security’s SOC operates 24x7, ensuring that our customers are protected from
cyber attacks every minute of every day. Designed to augment and supporta customer’s
existing security team, the Legato Security SOC will:

© Detect, triage,and correlate every alert

© Prioritize threats for remediation, saving customers time and money

© Respondand remediate threats on behalf of the customer

LEADING TOOLS AND PROCESSES
Legato Security’s vendor agnostic approach means that our SOC will manage and
optimize a customer’s existing set of security tools, eliminating the need to rip and
replace their original investment.

° Immediate ROI by leveraging existing tools and pairing them with a team of security

experts to streamline operations
© Flexible architecture and system integrations
© Theability to select best-of-breed technologies to compliment your existing security

solutions

WE ScALE WITH YOUR ORGANIZATION

Legato Security’s open security platform allows us to build and scale a security solution
that fits your business now,and in the future.

© With services that range from strategic and advisory services through fully

managed network security, Legato Security has a service for any size organization
© Select the appropriate toolsand solutions for your organization’s current needs

© Asyour organization matures, Legato Security will be with you every step of the way
by creating a tailor-made security plan that scales with your needs

THE VALUE OF
ENDPOINT
SECURITY

MANAGEMENT

PERSONALIZED

Tailored to the needs of each
organization, Legato Security
ensures that each service meets
the needsandrequired

outcomes of each customer.

CUSTOMIZED

Each Legato Security service
accounts forthe unique
resources and parameters of a
customer environment, helping
createacustomand results

driven engagement.

ACTIONABLE

Post-service reports provide
actionable intelligence and
recommendations to further
harden the customer’s security

posture.

"Using Legato Security to manage our endpoints has helped us ensure

that we are responding to every detection.”

- Security Manager, Manufacturing Industry
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